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1. Introduction

The "Exploring the Al Frontier: Al-Driven Cyber Risk Management for SMEs" (AID) project is
an Erasmus+ initiative designed to enhance the digital readiness and resilience of SMEs. By
leveraging Al-driven risk assessments, the project aims to help SMEs identify, manage, and
mitigate cyber threats more effectively. The project consortium includes partners from
three key European countries: Italy (Training 2000 psc), Latvia (Baltijas Datoru akademija -
BDA), and Turkiye (Mugla Sitki Kogman University - MSKU).

To achieve its objectives, the project's first step was to conduct a methodical needs analysis.
A standardized survey was developed in the three partner countries to identify which digital
and Al-related cybersecurity skills are most relevant to SMEs. The survey instrument asked
respondents to rate the importance of various competences across cybersecurity, cyber risk
management, and data analysis using a 5-point Likert scale, where 1 represented "Not
important at all" and 5 represented "Critically important.”

A total of 41 responses were collected in Latvia, 31 in Italy and 37 in Tirkiye for a total of
109 SMEs across the three countries responded to the AID surveys.

This report synthesizes the findings from national surveys carried out in Latvia, Italy and
Turkiye for each section of the surveys described below and will draw overarching
conclusions to guide the development of the AID Competence Map and training materials.

The report is structured as follows:

Section 1: Demographics

This section provides an overview of the participating Small and Medium-sized Enterprises
(SMEs), summarising responses related to company size and sector distribution.

Section 2: Identification of high-priority competences

This section compares the most important competences across three competences areas:
cybersecurity, risk management, and data analysis.

Section 3: Perceived barriers

This section compares the importance and presence of priority competences across the
three partner countries.

Section 4: Conclusion and recommendation

This final section presents the main conclusions drawn from the survey findings and
provides recommendations on the development of the AID Competence Map
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2. Section 1 - Demographics

This section summarizes the company size (micro, small, medium and other) and sector
distribution of the SMEs participating to the AID surveys in partner countries.

A total of 41 responses were gathered in Latvia, of which 25 were identified as SMEs. This
group consisted of 11 micro, 7 small, and 7 medium-sized enterprises. A significant portion
of respondents (13) came from the ICT and Digital Services sector. As reported, this portion
may influence the overall perspective on digital competence.

The Italian sample (31 responses) was predominantly composed of very small businesses,
with micro-enterprises (fewer than 10 employees) accounting for 61% of respondents and
small enterprises (fewer than 50 employees) making up another 26%. The main industry
sectors represented were Commerce/Retail/Hospitality, ICT and Digital Services,
Manufacturing, and Professional Services, providing a diverse cross-section of the Italian
SME economy.

The Turkish sample (37 responses) was dominated by micro-enterprises (51.4%) and small
enterprises (35.1%), reflecting a business landscape of smaller organizations. The core
concentration of respondents came from the Manufacturing/Industry and ICT/Digital
Services sectors. The following section presents the main findings by survey topic.

2.1 Company size distribution in partner countries

Latvia
% of Respondents
= Micro enterprise
= Small enterprise
= Medium enterprise
= Other
Italy
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1 - Personal Information
In which size category would you place your company?

20

Small SME : businesses Micro SME: businesses Medium-sized SMEs :
with 12ss than 50 with less than 10 businesses with less than
employees and annual employees and annual 250 staff members and
revenue less or equalto  revenue |ess or equalto 2m  annual revenue less or
10m€ € equalto 50m €

Turkey

1 - Personal Information In which size category would you place your company?
37 responses

Micro SME: businesses with less
than 10 employees and annual
revenue less or equal to 2m €

19 (51.4%)

Small SME : businesses with less
than 50 employees and annual
revenue less or equal to 10m €

13 (35.1%)

Medium-sized SMEs :
businesses with less than 250
staff members and annual reve...

5 (13.5%)

2.2 Sector Distribution

Latvia
Enterprises identified themselves as representing various business activities, namely:

e Manufacturing and Industry - 3,
e Energy and Utilities - 0,

e Transport and Logistics - 1,

e Finance and Insurance - 2,

e Health and Life Sciences - 0,

e |CT and Digital Services - 13,

e Professional Services - 5,
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e Trade, Retail and Hospitality - 3,

e Other - 14.
Of the respondents that chose “Other” 2 were education and 6 were public service
organizations.

Italy

Sectors that best fit participant business activity

Professional Semvices (&.9. consulting,
12.9%

Transport and Logistics (e.qg. air, rail,

Other

5 4%

Manufacturing and Industry (e.9.

ICT and Digital Services (e.g. information

Trade, Retail and Hospitality (e.g.
12.0%

Turkey

Pease select the sector that best fits your business activity.

37 responses

Manufacturing and Industry (e....

Energy and Utilities (e.g. electri... 5(13.5%)

Transport and Logistics (e.g. ai... 7 (18.9%)
Finance and Insurance (e.g. ba...
Health and Life Sciences (e.g....
ICT and Digital Services (e.g. i...
Professional Services (e.g. con... 4 (10.8%)
Trade, Retail and Hospitality (e...

Other

3(8.1%)

3. Section 2 - Identification of high-priority competences

This section presents the survey data from Italy, Latvia, and Tirkiye to pinpoint a core set of
digital competences that are universally rated as "Very important" (a rating of 4) or
"Critically important" (a rating of 5).

The following competences emerged as top priorities in the national surveys:

3.1 Area 1 - Cybersecurity Competences

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). Neither
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- A
Co-funded by ‘
the European Union

Latvia

Foundational skills like protecting company devices and content (rated critically important
by 76% of respondents) and using and sharing personal data responsibly (64%) were
paramount. Notably, evaluating the reliability and effectiveness of Al-based cybersecurity
tools was also rated as critically important by 64% of SMEs.

Cybersecurity competence

Making informed decisions about adopting Al for
threat detection
Evaluating the reliability and effectiveness of Al-
based cybersecurity tools
Understanding algorithmic bias and explainability
in Al systems
Promoting digital inclusion and social well-being
through technology
Recognizing and preventing harmful online
behaviour (e.g. cyberbullying)
Avoiding stress, fatigue, or other digital health
risks

Using and sharing personal data responsibly

Ensuring personal data and privacy are respected
in digital environments
Knowing basic cybersecurity and privacy
practices to build trust in digital tools
Protecting company devices and content from
digital threats and risks

o

20 40 60 80 100 120

o

B 1 Notimportantatall ™2 Somewhatimportant B3 Moderately important

W 4 very important m 5 critically important

Italy

SMEs view cybersecurity as critically important. A standout finding was the unanimous
consensus regarding emerging technologies: all 31 Italian respondents rated the
competence of evaluating the reliability and effectiveness of Al-based systems at the
highest possible level of importance.
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2 - Competence Areas (Al, Cybersecurity, Risk Management, and Data Analysis)

Please rate how imporiant you think each of the ing cy ity p 1ces on a scale from 1 to 5 ( 1= Not importani at all, § Critically important).

B 1 nNotimportantatall [ 2 Slightly important 3 Moderatelyimportant [l 4 Veryimportant [l 5 Critically important

[
0

Protecting company devices and
content while being aware of digital

(]
|

Knowing basic cybersecurity and
privacy practices that support trustin

Ensuring personal data and privacy
are respected in digital

Using and sharing personal data
responsibly to safeguard yourself and

Understanding privacy policies and
haw they describe the use of personal

o
I

L4
-
w
~

Avoiding stress, fatigue, or other
health risks caused by frequent use of

-
=

Recognizing and praventing harmful
online behaviour such as

Understanding how digital
technologies can fosterinclusion and

o

~

-
<]
o

Understanding algorithmic bias and
the importance of explainability in Al

Evaluating the reliability and
effectiveness of Al-based

Making informed decisions on
adopting Al fechnologies for threat

-
|

Turkey

In the domain of cybersecurity competences (Area 1), Turkish respondents placed highest
priorities (5- Critically important) on knowing the basics of cybersecurity (21 responses) and
making strategic decisions for their businesses (19 responses). They also highlighted the
need for protecting company devices and content and ensuring personal data and privacy
are respected.

Perceived Importance of Cybersecurity Competences

30
25
25
20 157 47
1 J 5 'I 5
15
10 7
5 1 2 1
uu To0 To0 oo qu qu uu qu qu
0 l
o ; «‘5"’ o &
\ "-‘; -‘ ,1 - & I ‘?} o
i ! . *{\ )
‘\-:,E'D tp@} e:‘FP %Q‘ ,‘_\-#;f) 4 B @hﬁ- = \\S‘"s Q‘I&“J
G;:F & \&3 & L8 & o 5% Iy x
3 . & o o o < & <
L (;P o i 5 & & e ] &
= ‘QF' ) e e el & o b X
S & g 2 A Gl & & o
O £ a2 b A o x ol 5
o S & o . & 5 & oF \ﬁér‘@ &
& & LR M
m S Critically important w4 Very important B 3 Moderately important

B 2 Slightly important B 1= Mot important at all

3.2 Area 2 - Cyber Risk Management Competences
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Latvia

While all skills in this domain were deemed important, respondents rated them as
"moderately important" more frequently than the skills in the cybersecurity category,
suggesting a slightly lower perceived urgency.

Cyberrisk management competence

Managing risks related to company data and
information assets

Identifying risks, costs, and weaknesses when
planning cybersecurity actions

Evaluating current cybersecurity posture and

setting SME-specific goals

Aligning risk management decisions with
business and tech goals

Presenting cost-benefit analysis to support cyber

risk decisions
Assessing risks to digital assets and planning
appropriate strategies

Applying structured risk management policies
across IT systems

o

0 120

o

20 40 60 80 1

B 1 Notimportantatall ™2 Somewhatimportant B 3 Moderately important

W 4 very important m 5 critically important

Italy

The most valued skills in this area were aligning risk management decisions with business
and technology goals and evaluating the current cybersecurity posture to set future
objectives.

2 - Competence Areas (Al, Cybersecurity, Risk Management, and Data Analysis

Please rate how important you think each of the following cyber risk management competences on a scale from 1 to 5 (1= Notimportant at all, 5 Critically important)

W 1 Notimportantatall [ 2 Slightly important 3 Moderatelyimportant M 4 Veryimportant W 5 Critically important

[Applying a structured risk
management policy across IT
systems to safeguard the
Assessing cybersecurity risks to
digital assets and planning
appropriate risk management
Presenting clear arguments and
conducting cost-benefit analysis
when selecting cyber risk

Aligning risk management
decisions with your business and
technology goals

Evaluating your current cybersecurity
posture and setting future goals for
your SME

Identifying and evaluating risks,
costs, opportunities, and
weaknesses when planning
Analysing and managing risks
related to your company's data and
information assets

40

Turkey
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The skills rated as most critically important were identifying and evaluating risks, costs,
opportunities, and weaknesses (20 responses); aligning risk management with business and
technology goals (19 responses); and analysing and managing risks related to company data.

Cyber Risk Management Competences

Analysing and
managing risks...

Identifying and
evaluating risks, ...

Evaluating your

current.... | —— 20
Aligning risk

mana e ment... T 5

Presenting clear

arguments and... | — 10

Aszessing

cybersecurity... 19
0 b 10 15 20 25
m 1= Mot important at all m 2 Slightly important m 3 Moderately important
W4 Very important B S Critically important

3.3 Area 3 - Data Analysis Competences

Latvia
The most valued competencies were continuously updating skills (84% ) and understanding
how personal data is processed and protected (80%)

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
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Data analysis competence

Continuously updating skills with new tools,

methods, and best practices _
Asking critical questions and identifying hidden _
data patterns
Explaining complex data findings in a clear, _
actionable way
Presenting data visually for clear communication _
and decisions
Using statistical methods to understand data and M O |
extract insights
Collecting and preparing quality data from I o s
various sources
Applying cost-benefit analysis and risk Y1 4 T |
assessment in data contexts
Understanding how personal data is processed _
and protected
0 20 40 60 80 100 120

® 1 Notimportantatall M2 Somewhatimportant B3 Moderately important

m 4 very important W 5 critically important

Italy

Respondents showed a strong emphasis on the need for continuous professional
development, with keeping skills up to date with new tools and methods identified as a top-
rated competence. Moreover, being able to explain complex data finding was also
considered very important.

2 - Competence Areas (Al, Cybersecurity, Risk Management, and Data Analysis)
Please rate how important you think each of the following data analysis competences on a scale from 110 5

B 1 Notimportantatall [ 2 Slightly important 3 Moderatelyimportant W 4 Veryimportant B 5 Critically important

Understanding how personal data
is processed and which security

—
=
!

Understanding the basics of
cost=henefit analysis and risk

-
w
—
w

Gathering and preparing data
from different sources while

[--]
‘

Using statistical or analytical
methods to understand data and

—
=
i

Presenting data in a visual format
to support clear communication

-
w
o

Explaining complex data findings
in a simple, actionable way to

_
=]
!

Analysing data critically by asking
the right questions and

o
X}

Keeping your skills up to date by
learning new tools, methods, and

w
|
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Turkey

Keeping skills up to date by learning new tools, methods, and techniques was the top-rated
competence, reflecting a universal agreement on the central role of continuous learning in
data analysis.

Data Analysis Competences
Keepingyour

skills up to o=t Il Ly 16
Analysing data
critically by... | e |7
Explaining
complex d:t:,.. M —T 19

Presenting datain

a viswal format... | T 10
Using statistical
ar analytical .. | |5

Gathering and

preparing data... e 15. 17
Understanding

e basics of... | —— e 1
Understanding

how personal... I 1 18

0 & 10 15 20
m 1= Mot important at all m 2 Slightly important m 3 Moderately important
W4 Very important B S Critically important

4. Section 3 - Perceived barriers

Latvia

Latvian SMEs identified resource-based constraints as the main obstacles to improving their
cybersecurity posture:

e Lack of time or staff capacity (72% of respondents)

* No budget for training or digital tools (64%)

e Lack of access to relevant training opportunities (60%)

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). Neither
the European Union nor EACEA can be held responsible for them.
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Barriers to developing cybersecurity competences

80
70
60
50
40
30 24
20
12
10
0
Lack of time or No budget for Lack of access to Low priority in the Lack of awareness
staff capacity training or digital relevant training company’s current of the risks
tools opportunities business strategy

Italy
The top reported barriers for Italian SMEs were:
e Lack of time or staff capacity (72%)
e Insufficient funding for training or digital tools (64%)
e Lack of access to relevant training opportunities (60%)

Turkey

The primary obstacles reported by Turkish SMEs were:
e Lack of Time or staff capacity (54.1%)
e No budget for training or digital tools (54.1%)
e Lack of access to relevant training opportunities (45.9%)
e Low priority in the company’s current business strategy (29.7%)

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). Neither
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In your opinion, what are the main obstacles preventing your SME from improving mentioned
competences? Please select all that apply.

37 responses

Lack of time or staff capacity 20 (54.1%)
No budget for training or digital

tools 20 (54.1%)

Lack of access to relevant

training opportunities 17 (45.9%)

Low priority in the company's

0,
current business strategy 11 (29.7%)

Lack of awareness of the risks 7(18.9%)

0 5] 10 19 20

5. Section 4 - General comments and preferred topics

5.1 Latvia

The Latvian report concludes that SMEs recognize the importance of all three competence
areas but place the highest priority on cybersecurity fundamentals and Al reliability. The
primary barriers to progress are overwhelmingly resource-based, stemming from a lack of
time, budget, and access to training, rather than a lack of awareness of the risks.

The respondents were also asked if they had any specific topics for the future training of
cybersecurity and Al topics. The answers were free-form and very individual. Some of the
topics mentioned were the following:

e Recognizing the cybersecurity risks,

e Recognizing the limitations of Al tools,
e Risks specific to the use of Al tools,

e Data security and confidentiality.

5.2 Italy

The findings from Italy conclude that while SMEs are aware of the critical importance of
digital skills, their ability to act is severely hampered by internal resource constraints. There
is a clear and expressed need for practical, application-focused training that accommodates
these limitations. Moreover, the following preferred topics were identified by SMEs are:

e Fundamentals of Artificial Intelligence

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). Neither
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e Ethics, responsibility, and awareness in Al usage
e Prevention and protection

e Strategies for Digital Innovation

e Sector-Specific and Industry Applications

5.3 Turkey
The Turkish report concludes that while there is a high level of awareness regarding the

importance of digital skills, SMEs are constrained by internal barriers. They require practical,
affordable, and action-oriented training focused on business continuity and employee
awareness to translate this awareness into capability. The preferred topics were:

e Business continuity planning,

e Cyber hygiene and employee awareness,

e Privacy, compliance and governance practices

e Al- strategies in business operations

6. Conclusion and recommendations

This report has provided a comprehensive analysis of the digital competence needs of SMEs
in Italy, Latvia, and Tirkiye. Despite geographical and market differences, there is a strong
international consensus on the digital competences required by SMEs to enhance digital
resilience. This shared prioritization of foundational cybersecurity, strategic risk
management, and practical, ethics-driven data analysis provides an evidence-based
foundation for the AID Competence Map and the development of the training material.

In fact, based on the survey results, SMEs are aware of the digital risks they face and the
importance of developing new competences to address them. However, a significant gap
exists between this high level of awareness and their internal capacity to act. This
"awareness-capability gap" points to a critical need for accessible, practical, and resource-
sensitive support. To be effective, training programs and policy initiatives must be tailored
to the operational realities of small enterprises, helping them bridge the divide between
knowing what to do and having the resources to do it.

The following recommendations are proposed to guide the development of the AID
Competence map and training materials:

1. Prioritize foundational competences: The focus must be on fundamental
cybersecurity practices (e.g., device protection, data privacy), strategic risk
management (e.g., alignment with business goals), and practical data analysis (e.g.,
upskilling, secure data processing).

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
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2. Critical thinking skills of Al-based systems: Beyond foundational skills, SMEs
identified the evaluation of Al-based systems as a top-tier critical competence. This
finding was especially pronounced in Italy, where there was unanimous agreement
on its importance. This shared priority demonstrates that European SMEs are not
just reacting to current threats but are actively grappling with the reliability and
effectiveness of next-generation technologies

3. Integrate practical learning: The focus must be on competence that support cost-
effective, practical strategies in SMEs, such as developing simple, non-technical
incident response checklists as requested by survey respondents, and highlight
accessible tools that SMEs can implement immediately to achieve tangible
improvements.

4. Integrate case studies: The AID Competence map should be designed to explicitly
link technical skills with strategic business functions. This can be achieved by
developing case studies where implementing multi-factor authentication (a technical
skill) directly prevents a business-crippling ransomware attack (a strategic outcome).
This approach will help foster an integrated culture of cybersecurity that permeates
the entire organization, rather than remaining isolated within an IT department.

By adopting these evidence-based recommendations, the AID project will create relevant,
and highly valued resources for SMEs of different sectors. This will not only meet the
expressed needs of its direct beneficiaries but also contribute significantly to strengthening
the overall digital resilience of the SME ecosystem across Europe.
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